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ABSTRACT

The purpose of this paper is to analyze the challenges that the development of Atrtificial
Intelligence implies for the IP rights (particularly in patent, sui generis database right, copyrights
and trade secret), particularly, in relation with Big Data, that increasingly available in all areas
of manufacturing and operations which presents an opportunity for better decision making and
discovery of the next generation of innovative technologies. However, around them, there are
serious doctrinal and normative challenges that we will try to analyze in this study, as well as
addressing the recent jurisprudence that circumscribes the subject currently under discussion.
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RESUMEN

La finalidad de este articulo es analizar los retos que el desarrollo de la Inteligencia Arti-
ficial implica en los derechos de Propiedad Intelectual (particularmente en patentes, derecho
sui generis de base de datos, derechos de autor y secreto empresarial), de manera particular,
con relacién al Big Data, el cual se encuentra cada vez mas disponible en todas las areas de
fabricacién y operaciones, presentando una oportunidad no solo para una adecuada toma de
decisiones, sino también, para valorar descubrimientos de la préxima generacion de tecnologias
innovadoras. No obstante, en torno a ellos, son planteados serios desafios doctrinales y norma-
tivos que trataremos de analizar en el presente estudio, asi como abordar la reciente jurispru-
dencia que circunscribe el tema objeto de discusion.
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I. INTRODUCTION

Big data and its use by Artificial Intelligence (Al) is changing the way In-
tellectual Property' is developed and granted. For decades, machines have been
autonomously generating works which have traditionally been eligible for cop-
yright and patent protection. Innovations derived from Al, represent a new par-
adigm of knowledge production in the economy and society, which decisively
influences the ability of firms to compete in the market and redefines the limits
of knowledge concentration®. Given the breadth of the chosen topic?, in this
article we will look into the particular applications in big data environment of
patents, copyrights*, databases and trade secrets legislation.

II. CONCEPT OF ARTIFICIAL INTELLIGENCE

The digital economy is perhaps the main driver of innovation. Data’ is the
fuel that drives it, including in the field of Artificial Intelligence (AI)®, which
plays an increasingly prominent role in it’. In this regard, it is enough to note
that one of the essential pillars of machine learning, one of the most successful
types of Al in recent years, is precisely data®. Thanks to it, when referring to
AT°, we allude to a specificity that some algorithms have or may have, this being

! Intellectual Property is defined as «intangible property the result of creativity». Oxford English Diction-
ary. Available at: http://enoxforddictionaries.com (acceded 17 February 2021). It is very interesting, DRAFT
REPORT on Intellectual Property Rights for developments on Artificial Intelligence Technologies [2020/2015
(IND)], 20.04.2020, European Parliament, 2019.2024.

2 The WIPO Conversation on Intellectual Property and Artificial Intelligence was established in 2019 to bring
together diverse stakeholders in a policy dialogue to discuss the impact of Al on IP. Additionally, WIPO Revised Is-
sues Paper on Intellectual Property Policy and Artificial Intelligence, 21 May 2020.Available at: https://www.wipo int/
meetings/es/doc_details jsp?doc_id=499504.1n addition to the above, European Parliament Resolution of 20 October
2020 with recommendations to the Commission on a framework of ethical aspects of Artificial intelligence, robotics
and related technologies. Available at: https://www.europarl.europa.eu/doceol/document/TA-9-2020-0275_EN .html.

3 In relation with design and trademark, vid. WIPO. Revised Issues Paper on Intellectual Property Policy
and Artificial Intelligence, second session, 21 May 2020, Issue 12 and 13. Avalaible at: https://www.wipo.int/
edocs/mdocs/mdocs/en/wipo_ip_ai_2_ge_20/wipo_ip_ai_2_ge_20_1_rev.pdf.

4 Foss-SOLBREKK (2021), pp. 4-7; RanToU (2012) pp. 1-24.

> KUNER, BYGRAVE and DOCKSEY (2020), pp. 1-3.

© EUROPEAN COMMISSION, «A definition of AI: Main capabilities and scientific disciplines», High-Level
Expert Group on Artificial Intelligence, 8 April 2019.

7 Economic impacts of Artificial Intelligence, European Parliament Research Services,2019. Available at:
https://www.europarl.europa.eu/thinktank/en/document html?reference=EPRS_BRI(2019)637967.

8 GIL GonNzALEZ (2016), pp. 17-28.

¢ Communication from the Commission to the European Parliament, the Council, the European Economic
and Social Committee and the Committee of the Regions a European strategy for data, COM (2020) 66 final. In
this aspect, it is interesting DREXL and HiLry (2019),p. 1.
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a sequence of instructions that produce a result to solve a problem. Neverthe-
less, we have known and used algorithms for a long time, but when it is capable
of learning from its own experiences, and makes its own decisions (self-learn-
ing), we are faced with AI'.

Recognizing this premise, in technical standards, the International Organ-
ization for Standardization (ISO) defines Al as an: «interdisciplinary field [...]
dealing with models and systems for the performance of functions generally
associated with human intelligence, such as reasoning and learning». Most re-
cently, in its January 2018 book, «The Future: Computed», Microsoft describes
of Al as: «a set of technologies that enable computers to perceive, learn, rea-
son and assist in decision-making to solve problems in ways that are similar
to what people do»'". Likewise, the Communication from the Commission to
the European Parliament, the European Council, the European Economic and
Social Committee and the Committee of the Regions, Artificial Intelligence for
Europe, published on April 25, 2018'%, defines Al as «that term that is applied
to systems that manifest intelligent behavior, as they are capable of analyzing
their environment and taking action- with a certain degree of autonomy- in or-
der to achieve it specifically». Between this organization, there is no universal
definition of AI'*. Applying these concepts, Al is generally considered to be a
discipline of computer science that is aimed at developing machines and sys-
tems that can carry out tasks considered to require human intelligence. Machine
learning and deep learning are two subsets of the same. In recent years, with the
development of new neural networks techniques and hardware, Al is usually
perceived as a synonym for «deep supervised machine learning» '4.

Is it also notable that Al systems can also improve hardware execution.There
is, therefore, a reciprocity between them's. However, even though artificial in-
telligence is referred to as Al in the media, there are 3 types of Al: narrow or
weak Al, general or strong Al, and artificial superintelligence. For this reason,
we have currently only achieved narrow AI'®. Continuing this line of thought,
as machine learning capabilities continue to evolve, and scientists get closer to
achieving general Al, theories and speculations regarding the future of Al are
circulating'”. Notwithstanding the above, there are two main theories: one the-
ory, is based on fear of a dystopian future, where super intelligent killer robots
take over the world, either wiping out the human race or enslaving all of human-

10 GALLEGO SANCHEZ (2019), pp. 1-24; FERNANDEZ CARBALLO-CALERO (2021), pp. 19-37; X ALABARDER
PLANTADA (2020), pp. 205-223; GUADAMUZ (2017), p. 1; NAVAS NAVARRO, GORRIZ LOPEZ, CAMACHO CLAVIJO,
ROBERT GUILLEN, CASTELLS I MARQUES y MATEO BORGE (2017), pp. 25-35.

' MICROSOFT. «The Future Computed: Artificial Intelligence and its role in society», Microsoft, Janu-
ary 2018, p. 28. Available at: https://news.microsoft.com/uploads/2018/01/The-Future-Computed.pdf. In Spain,
«Sistemas de Inteligencia Artificial en la Cloud Publica», produced by «IDC Research Espana» and «T-System»
(2019).

12 Vid. White Paper on Artificial Intelligence. A European Approach to Excellence and Trust of February
19,2020 [(COM 2020), 65 final].

13 Vid., in Spanish doctrine, FERNANDEZ CARBALLO-CALERO (2021) pp. 38-39.

14 KAPLAN and HAENLEINM (2019), pags. 15-25; PORTELLANO (2020), pp. 8-15.

!> Communication from the Commission to the European Parliament, the Council, the European Econo-
mic and Social Committee and the Committee of the Regions a European Strategy for Data, COM (2020) 66
final.

19 Vid. Artificial Intelligence: How does it work, why does it matter, and what can we do about it? Panel for
the Future of Science and Technology EPRs. European Parliamentary Research Service, 2020.Available:https://
www.europarl.europa.eu/RegDataletudes/STUD/2020/641547/EPRS_STU2020641547_EN pdf.

7 Vid. https://codebots.com/artificial-intelligence/the-3-types-of-ai-is-the-third-even-possible.
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ity, as depicted in many science fiction narratives. Thus, the other theory pre-
dicts a more optimistic future, where humans and bots work together, humans
using artificial intelligence as a tool to enhance their life experience. In addition
to the fact that in this sphere, Al tools are already having a significant impact on
the way we conduct business worldwide, completing tasks with a speed and ef-
ficiency that would not be possible for humans'®. In in addition to the above, its
operation is completely written in the source code of the program. However, this
first stage is not directly executable by the computer. It must be translated into
machine language or object code, also called binary code, because it works with
lists of «1» and «0» of which there are two classes. The first is made up of lists
that serve to give instructions to the machine software, while the second class of
lists is made up of the data that is processed by executing the instructions. In this
way, for example, a list of «1» and «0» will constitute a text editing program,
while another list of «1» and «0» will be a letter written using the previous pro-
gram. Similarly, a list of «1» and «0» can be an internet browser and the other
list of «1» and «0» the page being viewed, etc'”. Howewer, it is necessary to
clarify from now on that the same algorithm can be expressed in different ways
through a computer code, so it is possible that the same sequence of instructions
is translated into several computer programs with similar functionalities and
one code different®. On the other hand, it is necessary to take into account the
peculiar relationship that exists between the source code and the binary code,
since from a source code you can obtain the binary code but from a binary code
you cannot obtain the source code except in a few exceptions. Therefore, it is
also essential to consider the existence of related sectors, but, does it really work
to take into account the existence of related sectors, which, although they are es-
sential for the functioning of Al, are not part of it in the strict sense? First of all,
it is worth mentioning the data?!, because it is essential to computing capacity.

In relation to the above, it is paradoxical that algorithms, which constitute one
of the elements that can contribute the most creativity to a Big Data project, as will
be explained below, do not have specific legal protection. Thus, algorithms cannot
be considered computer programs, since they are not expressed in sequences of
instructions in programming language?®. The algorithms constitute the sequence
ordered operations to be carried out to achieve a specific result or solve a specific
problem, and therefore, constitute the ideas or principles on which programs are
based associated with Big Data projects®. These ideas and principles are express-
ly excluded from being considered as Intellectual Property (IP)*. On the other
hand, and subject to various decisions adopted by the European Patent Office®,

'8 GERvAIS (2020), p. 107; DEVINS, TEPPO, KAUFFMAN and KoppL (2017), p. 306; FERNANDEZ CARBALLO-
CALERO (2021), pp. 115-124; FERNANDEZ MASIA (2018), pp. 1183-1887.

! In Spanish doctrine, GALLEGO SANCHEZ (2019), p. 3.

% GALLEGO SANCHEZ (2019), pag. 4; MASTRELIA (2018), pp. 460-463.

2! Data is the foundation of Al, according to the Communication from the Commission to the European
Parliament, the European Council, the Council, the European Economic and Social Committee and the Com-
mittee of the Regions-Coordinated Plan on Artificial Intelligence of 7 December. Available at: http://www.ipex.
eu/IPEXL-WEB/dossier/files/.../082dbcc5679fb7b40167a1b3f76300c .do.

22 KAPLAN and HAENLEINM (2019), pp. 21-22.

2 SYNODINOU (2020), p. 181; MASTRELIA (2018), p. 462; GuADAMUZ (2017), p. 1.

2% SYNODINOU (2020), pp. 182-183. Vid. Artificial Intelligence and Robotics and their impact on the work-
place, IBA, Global Employment Institute, April 2017, pp. 102-106.

% For example, C.1082/14 (Algorithm specific AKA key modification/ERICSSON) of 27.6.2017 (ECLI:
EP:BA:2017:T108214.20170627). In this aspect, it is interesting EPO. Guidelines for Examination, Mathe-
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the algorithms also do not meet the conditions to be protected as a patent. There-
fore, the only possible form of protection for algorithms is the one available for
secrets, industrial and commercial*, subjecting their knowledge to the obliga-
tion of confidentiality and resorting to civil and criminal actions available in our
legal system in case of unauthorized access, appropriation or dissemination?’.

1. Special reference to patentability of Artificial Intelligence.

Technology is the backbone of the digital economy and much of its value
lies in software. Indeed, all economic sectors are becoming reliant on software
to leverage growth. «This has important implications for IP laws. Until the late
20th century, the functionality of most innovative products, particularly those re-
lying on semiconductors, was primarily embedded in hardware. There was no
doubt about their patentability. But today, increasingly sophisticated semicon-
ductor technology and design tools mean that physical objects are no longer the
sole basis of innovation. In other words, technical functionality is progressively
migrating from hardware to software. And yet in many jurisdictions software-re-
lated inventions either do not qualify for patent protection or have a very limited
scope of protection»*. In sum, patentability of artificial intelligence has to be
assessed in a double context: mathematical methods and computer-implemented
inventions®. In this aspect, we should remember that a computer implemented
invention is one that involves the uses of a computer, a computer network or other
programmable device in which one or more of its functions are carried out totally
or partially thanks to a computer program. It should be note that the European Pat-
ent Convention (EPC) [articles 2 (c) and 3] state that a computer program claimed
«as such» is excluded from patentability *. Accordingly, the technical character is
essential for it to be considered an invention in the sense established by art. 4.1
Spanish Patent Law and art. 52 EPC 1973 [and also by article 52(2) EPC 2000]*'.

Additionally, the object for which protection is sought must include tech-
nical teaching, that is an instruction addressed to a technical expert on how
to solve a particular technical problem through the use of particular technical
means. In relation with the above, the cited precepts exclude the consideration
of invention in both mathematical methods and computer programs, which con-
stitute, as we have seen, the two supports of AI*2. Of course, the difficulty is
knowing what is meant by «technical character»*. Since there is no legal defi-

matical methods, March 2021 (available at: https://www.epo.org/law-practice/legal-texts/html/guidelines/e/g_
ii_3_3.htm).

2 MASTRELIA (2018), p. 463.

# Yamamorto and LLoyD (2019), pp. 127-132.

B Vid. https://www.wipo.int/wipo_magazinel/en/2017/01/article_0002.html (accessed 25 February 2021).

2 RAMALHO (2018), pp. 1-32; HANEY (2020), pp. 410-420.

% Vid. Rules 42 and 43 EPC.

31 In relation with this aspect, vid. article 69 EPC. In the United States, patent protection for software-re-
lated inventions is limited to those on recordable media, not to computer programs themselves (vid. In re Beau-
regard, 53 F.3d 1583 (Federal Circuit 1995).This protection falls short when it comes to the online distribution
of software. But the Supreme Court’s decision in Alice Corp. vs. CLS Bank Int’l (134 S. Ct. 2347, 2014) and
some subsequent cases, have failed to provide clear boundaries for the patent eligibility of software-related
inventions. Avalaible at: https://www.clfip.com/ip/blog/how-to-patent-software/ (accessed 23 February 2021).

3 GALLEGO SANCHEZ (2019), pp. 3-4; FERNANDEZ CARBALLO-CALERO (2021), p. 21.

3 SPTO:  www.oepm.es/export/sites/oepm/comun/documentosrelacionados/invenciones/DirExPat_DI-
RECTRICES_Version_2_0.pdf.
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nition, its scope should be defined according to the groups of cases that exist in
practice. Firstly, together with the previous ideas, the technical purpose must be
«specific»** and the model that serves a technical purpose is determined by the
direct technical relevance of the results it provides*. Secondly, this technical
characteristic may derive from the fact that the computational model and the
algorithms on which it is based are designed and adapted for a specific technical
implementation or that their design is motivated by technical considerations on
the internal functioning of the computer?°. For this reason, the technical charac-
ter has to redirect in the additional technical effects derived from the execution
(by hardware) of the instructions given by the computer program. Consequent-
ly, additional technical assumptions that confer technical character to computer
programs are the control of a technical process or the internal functioning of
the computer or its interfaces’. Proportionality in this context, once the aban-
donment of the so-called «contribution approach» that required determining the
technical contribution achieved by an invention with respect to the state of the
art in order to appreciate the technical character, the presence of an additional
effect, and therefore, the technical character, it was valued without reference to
the state of the art*®. From all this, two questions arise: firstly, the determination
of whether or not a computer program is excluded from patentability according
to article 52.2 and 3 EPC¥ is independent of the «state of the art». This aspect
can only be considered when examining the concurrence of the patentability
requirements specific to novelty and inventive step. Secondly, which aspects
can be considered novel if they lack technical character and do not justify by
themselves the presence of an additional technical effect. Above all, the juris-
prudence is ambiguous®. Only describing «what» the features are or «what»
the user experiences on screen are most likely to be deemed as an unpatentable
abstract idea.

III. DEFINING BIG DATA

The analysis of the information obtained in the network allows to have a
greater knowledge of the essential issues of a business and direct resources in
an efficient and profitable forms. So much so, that the knowledge acquired from
data analysis has been decisive in decision —making and in the design of the
strategy of many of the most sophisticated operators—. Data is the oxygen in
the information ecosystem and the currency in the information economy. In our

3 EPO.Decision Board of Appeal, T 1358/09 (Classification/lBDGB Sofware empresarial, 21.11.2014
(ECLI:IEP:BA:2014:T135809.20141121); EPO. Decision Board of Appeal, T1316/09,18.12.2012 (ECLI:
EP:BA:2012:T131609.20121218).

3 GALLEGO SANCHEZ (2019), p. 11.

3% EPO. Decision G0003/08,12.05.2010 (ECLI:EP:BA:2010:G000308.20100512) and EPO. Decision
Board of Appeal T1173/97, 17.7.1998 (ECLI: EP: BA:1998:T117397.19980701. In this Decision, it is possible
to grant a patent not only in the case of an invention in which a piece of software manages.

37 EPO.Guidelines for Examination, G-II, 3.6.1. Available at: https://www.epo.org/law-practicelle-
gal-texts/html/guidelines/e/g_ii_3_6_1.htm (accessed 19 January 2021).

3% DRAFT 202003, European Patent Office, Munich, pp. 8-24.

% The legal framewok for patent in Europe, excludes mathematical methods and computer programs
(defined under the EPC as claims referring to «a sequence of computer-executable instructions» that specify
«a methods rather than the methods itself) from patentability». Vid. President’s Reference/Patentability of Pro-
grams Computers, G 3/08 (12 May 2010) 11.2.5; T 494/07 (Currency Validator) of 13.05.2011.

4 EPO.Decision Board of Appeal, T424/03; 23.02.2006 (ECLI:EP:BA:2006:T042403.20060223);
T0258/03.12.5.2010(ECLI:EP.BA:2010:G000308.20100512);T1370/2011;11.03.2016 (ECLI:EP:BA:2016).
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increasingly data-centered society, databases serve multiple purposes*'. They
are treasurable repositories of information and valuable source of knowledge,
along with being precious information tools (tools enabling us to search for,
process and retrieve information)*. Consequentially, databases offer a harmo-
nious and user friendly synthesis of a main body content (works, data or other
materials) with a variety of tools and other means of arranging, presenting and
searching their corpus of contents®.

In these aspects, the previous tools to analyze and process large amounts of
data and the ability to interpret them constitute the basis of the business and the
competitive advantage of numerous companies, and especially of a good part of
startups that feed on the knowledge acquired by their tools to offer innovative
services and solutions with great added value*. So, the very importance of these
intangible assets makes their protection a crucial element for the success and
consolidation of these businesses. We cannot lose sight of the fact that the dis-
closure of an algorithm or free access to the knowledge stored in the databases
generated, can put a business that is based on the exploitation of these intangi-
bles at risk. With the development of technologies capable of generating high
data volumes at a rapid pace, a global effort has been made to develop solutions
for better storage, processing and analysis of Big Data*. As our society grows
more complex, interconnected, and technologically advanced, data is generated
that reflects this societal change, and potentially allows us to better understand
this complexity*. Thus, with technology, every individual’s movements, de-
cisions, and purchases are captured and memorialized in the electronic realm.
Due to the exponentially increasing efficiency of storage, the data is collected in
centralized servers, stored, and analyzed in ways never before possible*’.

In general, Big Data and its use by Al is changing the way IP is developed
and granted and is data that exceeds the processing capacity of conventional da-
tabase systems. It is increasingly available in all areas of manufacturing and op-
erations which presents an opportunity for better decision making and discovery
of the next generation of innovative technologies and can be defined in a number
of ways*. We also understand that a common way to define it is to enumerate
three essentials features, a fourth that, though not essential, is increasingly typi-
cal an fifth that is derived from other three (or four).Those features are: volume,
veracity, velocity, variety and value. Thereby, «volume» or size is, as the term
Big Data suggests the first characteristics that distinguishes, from other («small
data») datasets. For instance, Big Data corpora are often generated automatical-
ly and the question of the quality or trustworthiness of the data («veracity») is
essential. In relation to the above, «velocity» refers to «the sped at with corpora
of data are being generated, collected and analyzed». Complementing what is
indicated, the term «variety» denotes the many types of data and data sources

4 YAMAMOTO and LLOYD (2019), pp. 126-133.

2 DEBUSSCHE and JASMIEN (2019), p. 1.

SyNODINOU (2020), pp. 181-187; MCAFEE and BRYNJOLFSSON (2012), pp. 61-67.

* MARTINEZ PEREZ (2020), pp. 400-413; PuyoL MORENO (2014), pp. 471-505.

4 DEVINS, TEPPO, KAUFFMAN and KoppL (2017), p. 306.

Vid. https://www.scientificamerican.com/article/big-data-needs-big-theory/ (accessed 11 February

S

4

&

&

4

2021).

47 IBM (2012). Institute for Business Value in collaboration with the Business Scholl Siid, Oxford Uni-
versity, «Analytics: Big data and real world», IBM Global Business Services.

4 MCAFEE and BRYNJOLFSSON (2012), pp. 64-65.

Y
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from which data can be collected, including «Internet Browsers», social media
sites and apps, cameras, cars*’ and host of other data-collection tools. Finally, if
all previous features are present, a Big Data corpus likely has significant «val-
ue». In addition, the way in which «Big Data» is generated and used can be
separated into two phases: firstly, the creation of a Big Data requires processes
to collect data from sources such as those mentioned in the previous paragraph.
Secondly, the corpus is analyzed, a process that may involve Text and Data
Mining (TDM)>' —that is a form of research that extracts data and patterns from
large datasets ™, and identifies word frequencies, syntactic patterns and thematic
markers in a corpus of documents— 3. It allows that machine to learn from the
corpus hence the term «machine learning» (ML) is sometimes used as synonym
of AT>.

In view of the above, «this process often requires human input to assist the ma-
chine in correcting errors or faculty correlations derived from, or decisions based
on, the data. Data as such presents value for enabling a competitive data-driven
economy, which is at the heart of «Internet of Things» (IoT)»>* and Industry 4.0°.
This processing of corpora of Big Data is done to find correlations and generate
predictions or other valuable analytical outcomes. Thus, «these correlations and
insights can be used for multiple purposes, including advertising targeting and
surveillance, thorough an almost endless array of other applications is possible.
Attached to the above, a subset of machine learning know a deep learning (DL)
is an Al function that imitates the workings of the human brain in processing
data and creating patterns for use in decision making. Also known as deep neural

4 The list includes «cards» as car a personal vehicles are one of the main sources of (personal) data-up
to Gigabytes per hour of driving.The data are fed back to the manufacturer. Available at: http://www.adac.de/
infoestrat/ (accessed 25 January 2021).

3 Vid. https://www.bigdataframework.org/four-vs-of-big-data/. In line with this concepts, it is interesting
FAVARETTO, DECLERCQ and LEGER (2019), pp. 2-27.

SUIf TDM falls under the reproduction right, which arguably exception to the exclusive reproduction
rights must be added. Following some Member States (including UK). The European Commission proposal of
a Directive on Copyright in The Digital Single market (hereafter’draft DSM Directive’) of 14 September 2016
contained a TDM exception. In relation, the Exception for Text and Data Mining (TDM) in the Proposed Direc-
tive on Copyright in the Digital Single Market-Legal Policy Department for Citizens’ Rights and Constitutional
Affairs, Directorate General for Internal Policies of the Union, PE 604.941-February 2018, and Directive (EU)
2019/790 of the European Parliament and of the Council of 17 April 2019 on Copyright and related rights in
the Digital Single Market and amending Directives 96/9/EC and 2001/29/EC (article 3 and 4.3). Avalilable at:
https:/leur-lex.europa.eu/legal-content/EN/TXT/ ?uri=CELEX :32019L0790 Doctrinally, ORDELIN FONT (2019),
pp- 209-229; GARCIA VIDAL (2020), pp. 99-124.

32 In USA, the fair use provision can function as a way to delineate the boundaries of the author’s exclu-
sive right with a view to its objectives. In the Google Book case, the US Court of Appeals for the Second Circuit
decided that the various acts committed by Google in reproducing books, including for searching and TDM, are
to be considered as fair use.Available: http://law justia.com/cases/federal/appellate-courts/ca2/13-4829/2015-
16.html, acceded 16 January 2021 (On 18 April 2016, The Supreme Court denied the petition for a writ of
certiorari, leaving the Second Circuit ruling in Google’s favour intact).To make available parts of the corpus of
book, Google has scanned the digital copies and established a publicy available search function, the programs
tool. Vid. GEIGER, FrOSIO and BULAYENKO (2019), pp. 28-63.

33 MASTRELIA (2018), p. 464.

3 FAVARETTO, DECLERCQ and LEGER (2019), p. 23.

3> BARRIO ANDRES (2018), pp. 18-22.

% Recalled, Industry 5.0. Vid. Industry 5.0. Towards a sustainable, human-centric and resilent Europe-
an Industry European.Commission Directorate-General for Research and Innovation Directorate F-Prosperity,
January 2021. It is interesting, Communication from the Commission to the European Parliament, the European
Council, the Council, the European Economic and Social Committee and the Committee of the Regions Fos-
tering a European approach to Artificial Intelligence, COM (2021) 205 final. In addition, «The Al Index 2019
annual Report», Al Index Steering Committee, Human Centered Al Institute, Standford University, Standford
CA, December 2019.
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learning or deep neural network»>". Consequently, «both artificial and biologi-
cal neurons receive input from various sources, mapping information to a single
output value»*®, this implies that any human contribution to the output of deep
learning system is «second degree», the part of the system which analyzes the in-
formation. Therefore, Big Data is driving a trend towards behavioral optimization
and «personalized law», in which legal decisions and rules are optimized for best
outcomes and where law is tailored to individual consumers based on analysis
of past data»*. It is supposed «objectivity and predictive power are overstated,
at least when applied to highly complex evolutionary systems such as the legal
system» . Alternatively, while law is semantic, Big Data is syntactic. Law is ab-
stract, values-based, and built on compromise. Big Data is empirical, algorithmic,
and deterministic. Also, «Big Data is inherently a contextual and cannot interpret
itself, nor can it discern the indeterminate boundaries of legal principles»¢'. More-
over, «Big Data cannot discern or create novelty, unlike humans, who can update
their «frames» or paradigms as their environment changes. Consequently, cannot
innovate beyond the paradigm imposed by its creators. Even the most sophisticat-
ed machine learning techniques cannot tell us what factors might become relevant
in response to new challenges» 2. However, Big Data has serious limitations and
poses dangers when applied in the legal context, especially those of ownership in
copyright, patents, database and trade secrets regulation.

IV. INTERFACE BETWEEN INTELLECTUAL PROPERTY LAW
AND BIG DATA

The connection between Big Data and law can be thematized in several
ways. The development of big data invites a reflection on the impact that this
and other advanced technologies are having in the field of IP rights®. The in-
terfaces between Big Data (as the term is defined below) and IP matters both
because of the impact of IP rights in Big Data, and because IP rights might
interfere with the generation, analysis and use of data®. In fact, information is
the currency of the digital age, and data about customers is becoming a critical
asset in this markets. Emerging, fast-growing business models are increasingly
counting on the availability of massive amounts of data about customers and
their behavioural patterns in order to collect and monetize them. A significant
portion of this information is personal data relating to identifiable individuals.
In this case, the exploitation of those data is subject to privacy laws. In this
way, «EU privacy laws allow the collection and use of customers’ data for com-
mercial purposes. However, these activities are highly invasive, and companies
must respect a series of strict rules which often imply high costs» . For this rea-

37 HANEY (2020), pp. 407-412.

¥ Vid. USA Patent nim. 9471884 (assigned to IBM).

% DEVINS, FELIN, KAUFFMAN and KoppL (2017), pp. 306-307.

% HANEY (2020), p. 410.

" DEVINS, FELIN, KAUFFMAN and KoppL (2017), pp. 306-307.

2 Ibid., pdg 360; KAPLAN and HAENLEINM (2018), p. 25.

% In this aspect, GURRY, Francis, General Director of the World Intellectual Property Organization
(WIPO), it should be noted that «data-driven technology is the dominant force in economic production and dis-
tribution in the digital framework». Available: https://www.wipo.int/wipo_magazine/es/2019/05/article_0001 .
html (accessed 21 December 2020).

® YamamoTo and LLoyp (2019), pp. 127-129.

9 Vid. https:/lec.europa.eulinfollaw/law-topic/data-protection/data-protection-eu_en.
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son, when processing personal data for commercial purposes, companies create
sets of customer data which may differ depending on the level of complexity
of the processing activity, from newsletter groups to advanced profiling and be-
havioral advertising programs®. Undoubtedly, this information is an intangible
asset having economic value whose creation requires economic investments.
Thus, it may be the subject matter of IPRs (particularly, [PRs that are designed
to protect data within the EU IP framework are copyrights, trade secrets and the
database right)®’.

Consequently, «Big Data corpora are protected by secret a form of protec-
tion that relies on trade secret law combined with technological protection from
hacking, and contracts»®. Additionally, deciding which IP rights may apply
should thus distinguish Big Data corpora that are not publicly accessible and
those that are®. So, a publicly available corpus, in contrast, must rely on erga
omnes 1P protection, if it deserves protection to begin with. Then, copyright
protects collections of data”, the sui generis database right”' (in the EU, is the
concept of «substantial investment»)’* might apply and data exclusivity rights
may be relevant. The outputs of the processing of Big Data corpora may con-
tain or consist of subject matter that facially could be protected by copyright or
patent law. Big Data technology can be-and in fact is-used to create and invent.
Deciding whether machine-created material should be protected by copyright
could thus have a profound impact on the market for creative works. If ma-
chine created material is copyright-free, machines will produce free goods that
compete with paid ones, that is, those created by humans expecting a financial
return. We will have to ask ourselves, if the material produced by machines is
protected by copyright and its use potentially subject to payment, this might
level the commercial playing field between human and machine, but then who
(which natural or legal person) should be paid for the computer’s work? Then,
there will be border definition issues’.

Overall, important legal challenges are then posed in this matter, espe-
cially in relation to IPRs, in particular, with respect to the protection of works
generated by AI™, due to the great autonomy that this technology is acquiring

% Vid. EASA, Best Practice Recommendation on Online Behavioral Advertising. Available at: hitps://
www.easa-alliance .org/issues/oba.

97 MARCO, CARLEY, JACKSON and MYERS (2015),«The USPTO Historical Patent Data Files», USPTO,
Working paper, nim. 2015-1, Office of Chief Economist U.S. Patent and Trademark Office, pags. 1-57. Avail-
able at: https://www.uspto.govlsites/default/files/documents/USPTO_economic_WP_2015-01_v2 pdf (accessed
16 January 2021).

% GERVAIS (2012), pag. 124.

% GOMEZ SEGADE (2020), pags. 116-145.

" Article 2 of the Berne Convention only affords protection to «literary and artistic works», making
no mention of computer program. The TRIPs Agreements assimilated the Berne articles to accommodate for
technological developments [art. 10 (1)]. Thus, article 4 of WIPO Copyright Treaty reaffirms that computer pro-
grams fall within the ambit of the Berne Convention. The EU has accepted TRIPs, and in 2001 adopted Infosoc
Directive (Directive 2001/29/EC of the European Parliament and the Council of 22 May 2001).

7' Vid. article 7(2) and articles 9-15 Directive Databases. Therefore, case of Directmedia Publishing
GmbH vs. Albert Ludwigs Univesitat Freiburg, C-304/07 (ECLI:EU:C:2008:552).

> The CJUE clarified the concept of «substantial» and «insubstantial» parts of database’s contents. Vid.,
C-604/10 Football Dataco and others (ECLI:EU:C:2002:115). In the UK, Court of Appeal, Decision in Foot-
ball Data Co Ltd vs. SportradarGmbH, EWCA, Civ. 27,2013, FSR, 30.

73 DE MIGUEL ASENSIO (2015), pags. 461-463; SA1zZ GARcia (2019), p. 8.

7* Vid. foodnote 3. Also, European Parliament Resolution of 20 October 2020 with recommendations to
the Commission on a civil liability regime for Artificial Intelligence [2020/2014 (INL)]; IViR, Study for Euro-
pean Commission on Al and IP Trends and Developments in Artificial Intelligence Communications Networks,
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and in which Al models strongly allows you to act and create independent-
ly of humans™. In this form, we can ask ourselves different questions: can
we apply the notion of joint authorship?’® Or, should we consider the ma-
chine-produced portion (if separable) copyright-free, thus limiting the pro-
tection to identifiably human-authored portions? If such major doctrinal chal-
lenges-each with embedded layers of normative inquiries-emerge in the field
of copyright, Big Data poses existential threats in the case of patents’. Thus,
Al tools «can be used to process thousands of published patents and patent
applications and used to expand the scope of claims in patent applications.
This poses normative challenges that parallel those enunciated above: who
is the inventor? Is there a justification to grant an exclusive right to a ma-
chine-made invention? To whom?» 8. Then, there are doctrinal ones as well.
For example, is the machine-generated «invention» disclosed in such a way
that would warrant the issuance of a patent? It gets more complicated, how-
ever. In this way, if Al machines using patent-related Big Data can broaden
claim scope or add claims in patent applications, then within a short horizon
they could be able to predict the next incremental steps in a given field of ac-
tivity by analysing innovation trajectories. Doctrinally, this raises questions
about inventive step: if a future development is obvious to a machine, is it
obvious for purposes of patent law? So, answering this question, poses an
epistemological as well as a doctrinal challenge for European Patent Office™.
This use of patent and technological Big Data could lead to a future where
machines pre-disclose incremental innovations (and their use) in such a way
that they constitute publicly available prior art and thus make obtaining pat-
ents impossible on a significant part of the current patentability universe®.
Perhaps even the best Al system using a Big Data corpus of all published
patents and technical literature will not be able to predict the next pioneer
invention, but very few patents are granted on ground-breaking advances. So
far, Al systems that can predict most currently patented inventions (which
tend to be only incrementally different from the prior art) would wreak havoc
with the patent-based incentive system®!.

Content and Technology Final report Prepared by: Challenges to the Intellectual Property Rights Framework,
Final Repor, 20 September 2020 (available at: https://www.ivir.nl/ivir-study-for-european-commission-on-ai-
and-ip/). In Spanish doctrine, FERNANDEZ CARBALLO-CALERO (2021), pp. 115-134.

7> SANJUAN RODRIGUEZ (2020), pp. 1-39.

7% In the United Kingdom article 9.1 of the Copyright, Design and Patent Acts 1988. In the USA, the
article 17 US Code (Copyright Act 1976 and Compendium of Practices, third edition, of 22 December 2014,
updated 29 September 2017 (USCO Compendium) and article 15.3 of the Spanish Patent Law 25/2015.

" Vid. https://www.garrigues.com/es (accessed 20 January 2021).

8 WIPO.Translate and other Al tool in WIPO, December 6, 2019. Available at: https://www.wipo.int/
meetings/en/doc_details jsp?doc_id=462691. Doctrinally, MASTRELIA (2018) pags. 181-184.

" Vid. https://www.epo.org/searching-for-patents/data/bulk-data-sets.html. It is interesting WHITE PAPER
on Artificial Intelligence. A European approach to excellence and trust (COM/2020) 65 final (19.02.2020);
the European Parliament. Framework of ethical aspects of Artificial Intelligence, robotics and related tech-
nologies, 20 October 2020 [available: https://www.europarl.europa.eu/doceo/document/TA-9-2020-0275_
EN.html. So, Digital services legislation and fundamental rights issues, Legislative Observatory, European
Parliament (2020-2022)], INI (available: https://oeil.secure.europarl.europa.eu/oeil/popups/ficheprocedure.
do?lang=fr&reference=2020/2022).

% HANEY (2020), pp. 411-479.

81 Foss-SOLBREKK (2021) pp. 7-10.
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V. RELATION WITH ANOTHER SYSTEM PROTECTION:
COPYRIGHT DATABASES® AND TRADE SECRETS

In principle, copyrights law does not confer any control of data: by appli-
cation of the idea-expression dichotomy, copyrights only applies to an original
form of expression, not to the ideas or simple information embedded in a crea-
tive work®. Following this approach, copyright protects the form or expression
of information but not the underlying information itself. It applies to software,
certain databases®, literary works, music, films, videos and broadcasts. It arises
automatically by operation of law in the EU (so does not require to be reg-
istered).Ensures protection of various types of works, awarding protection to
individual data as long as they are original® and can be expressed in a material,
concrete form. The broad understanding of these protection requirements facili-
tates extending, in principle, protection to different types of works, including to
data. It is however worth examining some of the most important characteristics
of the EU copyright system in order to determine whether it may apply to (big)
data. So, «Big Data corpora is considered a literary work eligible for copyright
protection, subject to possible exclusions and limitations»®. In the context of
Big Data projects, it is crucial to understand to what extent the data used can be
copyright protected®’. In all likelihood, most of the data collected and processed
in a big data analytics (that provide the big picture for understanding patent-
ed technologies in a company or industry and help executives of a company
make business decisions on how to build their patent portfolio and licensing
programs)® context will not be considered original and will therefore not ben-
efit from copyright protection. Likewise, in the context of data®, traditional
literary copyright will subsist in documentation. Having said that, «it cannot be
excluded that the individual data can gain originality once they are connected
with other information or presented in an original way (by means of different
possible forms of expression)» . The protection of computer programs through
copyright constitutes the traditional and ordinary form of protection. It is based

8 Study in support of the evaluation of Directive 96/9/EC on the legal protection of Databases, Final
report, European Commission (2021). This study aimed at collecting evidence on the impacts of the Database
Directive in support of the Evaluation Report on the Database Directive, published by the European Commis-
sion on the 25th of April as part of the third data package (available at: https://digital-strategy.ec.europa.eul/).

8 SyNopiNou (2020), pp. 185-186; Yamamoto and LLoyp (2019), pp. 185-186. In Spanish doctrine,
FERNANDEZ CARBALLO-CALERO (2021), pp. 176-178; DUQUE LiZARRALDE (2020), pp. 13-67.

8 Vid. article 2 (5) Berne Convention. In the jurisprudence, CJUE: case Apis-Hristovich EOOD vs. Lakod
SD, C-545/07 (ECLI:EU:C:2009:132).

8 Case Cofemel-Sociedade de Vestuario, S.A. vs. G-Star Raw CV, C-683/17JEU in its recent judgment
of September 12,2019 (vid., in this sense, the judgments of December 1 of 2011, Painer vs. Standard Verlags
GmbH and others, C-145/10, (ECLI:EU:C:2011:798), paragraphs 88, 89 and 94, and of August 7, 2018, Renck-
hoff, C-161/17 (ECLLI:EU:C:2018:634). In Spanish doctrine, SAiz (2019), p. 19.

8 YamaMoto and LLOYD (2019), pp. 126-136.

87 In US Law, Copyright Office. Compendium of U.S. Copyrights Offices Practices, paragraph 306 (Third
edition, 2014).

8 Vid., for example, https://www.iplytics.com/general/big-data-ip-analytics (accesed 8 December 2020).

% Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the processing of personal data and on the free movement of such
data, and repealing Directive 95/46/EC (General Data Protection Regulation). It is interesting, in this point,
European Parliament, «A comprehensive European Industrial policy on Artificial Intelligence and Robotics»,
12 February 2019.

% Article 12 Directive (EU) 2019/790 of the European Parliament and of the Council of 17 April 2019,
on copyright and related rights in the Digital Single Market and amending Directives 96/9/EC and 2001/29/EC.
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on the claim that the software is a mere intellectual creation, not the kind of
technical inventions, which, insofar as it is written in code, is similar to a liter-
ary work. Thus, article 1 of Directive 24/EC of the European Parliament and of
the Council, of April 23, 2009, on the legal protection of computer programs is
expressly stated when it states that: «Member States shall protect the computer
programs as literary works as defined in the Berne Convention for the protection
of literary and artistic works»®'.

In fact, at the regional level in European Union, the Agreement on Trade-re-
lated Aspects of Intellectual Property Rights, adopted within the World Trade
Organization in 1994 (hereinafter, TRIPs)*?, whose article 10.1 states that
«computer programs, whether source programs or target programs, will be pro-
tected as literary works by virtue of the Berne Convention» and the Treaty of
the World Intellectual Property Organization (hereinafter, WIPO) on Copyright
adopted in Geneva in 1996, article 4 of which provides that «computer pro-
grams are protected as literary works within the framework of the provisions
of article 2 of the Berne Convention»®*. Among the advantages cited in favor
of this form of protection are its flexibility and its low cost is applied to com-
puter programs. In addition, when the Berne Convention text was last revised
on substance in 1967 neither publicly available «electronic» databases nor any
mass-market database software was available. In this regards, the «collections»
referred to in the Convention are thus of the type mentioned by the Convention
drafters: (paper-based) anthologies and encyclopedias. Additionally, the negoti-
ators’ objective was to create a separate copyright for the maker (or «arranger»)
of a collection, knowing that most if not all of the entries in the collection (say,
an encyclopedia) were written by third parties, each an expert in her or his own
field and each entitled to his or her own copyright in the entry. In a collection of
this type, there are thus two layers of copyright: first, a right in each entry, and
in each illustration or photograph, which is either transferred or licensed to the
maker or publisher of the collection; and, second, a copyright in what one might
call the «organizational layer», granted to the maker of the collection based on
the «selection or arrangement» of the individual entries, photographs and illus-
trations. The second layer-the collection such as encyclopedia —is generally
treated as a collective work — 4.

A Committee of Experts meeting under the auspices of the WIPO, which
administers the Berne Convention®’, concluded that, although this is not spec-
ified expressly in the text of the Convention, the only mandatory requirement
for a literary or artistic work to be protected by the Convention is that it must be
«original». To arrive at this conclusion, the Committee considered both the Con-

! GEIGER, FrosI0 and BULAYENKO (2019), pp. 28-63.

2 The EU has accepted TRIPs, and in 2001 adopted Infosoc Directive (Directive 2001/29/EC of the Eu-
ropean Parliament and of The Council of 22 may 2001 on the Harmonization of Certain Aspect of Copyrights
and related Rights in the Information Society) to inter alia implement the WCT into its legal order. In 2009,
the EU codified the Sofware Directive (Directive 2009/91/250/EEC of 14 May 1991, on the Legal protection of
Computer Programs). In this aspect, it is interesting, CJUE, Case C-128/11 UsedSoft (ECLI:EU:C:2012:407).
In reference with copyright protection under EU Software Directive, that is interesting, CJUE Case C-393/09
Bezpecnostni Sofwarovd Asociace (ECLI:EU:C:2010:816). Vid. FOss-SOLBREKK (2021), p. 3. Doctrinally, DA-
VISON (2020), pp. 59-65.

3 In Spanish doctrine, BERCOVITZ RODRIGUEZ-CANO (2013), pp. 3-9.

% GEIGER (2007), p. 487.

% Committee of Experts on a Possible Protocol to the Berne Convention (available at: https://www.wipo.
int/meetings/en/details jsp ?meeting_id=2251). Vid. RICHETSON and GISNSBURG (2006), pp. 45-49.
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vention’s drafting history and the use of the expression «intellectual creation»
in the Convention as a functional synonym of the term «work». This also means
that no mandatory formality may be required to obtain copyright protection. The
same statement, namely that the only applicable criterion is originality, can be
made about EU law. As I anticipate what I will comment later, when «electron-
ic» databases started to emerge in the 1990s, data generally had to be indexed
and re-indexed regularly to be useable. In this line, using language meant to
parallel article 2(5) of the Berne Convention®, the data in typical (relational or
«SQL») databases in existence in the 1990s generally was «structured» in some
way, for example, via an index, and that structure might qualify the database for
(thin) copyright protection in the database’s organizational layer. Older data-
bases also contained more limited datasets («small data»). Indeed, Big Data is
sometimes defined in direct contrast to the notion of SQL database and reflected
in the TRIPs Agreement®’ (and the EU database Directive discussed in the next
section)®®. Big Data software is unlikely to «select or arrange» the data in a way
that would meet the originality criterion and trigger copyright protection. In this
context, «fixation», in a data context, would mean that the specific information
needs to be saved in a tangible form®. Thus «the form of saving the data can dif-
fer from handwritten notes (files), through photographic documentation (image)
or recorded testimonies (sound) to digitalized archives (digital files), as long as
it remains concrete, can be easily identified and described. Results that have
not yet been produced (future data), or results that cannot yet be described (e.g.
because there are no means yet to express them) cannot benefit from copyright
protection for as long as they have not materialized»'. This can present some
difficulties in a Big Data context, given that Big Data tends to involve dynamic
datasets and notably relies on cloud computing services. And the legal frame-
work for copyright does not provide for a registration system. Accordingly, the
eligibility for protection (and its scope) can only be confirmed a posteriori by a
Court of Justice, leading to a lack of legal certainty in the meantime.

In the light of the foregoing, the copyright holder is granted several exclu-
sive economic rights that allow controlling the protected work’s use and fa-
cilitate enforcement in case a third party uses the work without authorization.
Moreover, «the rights of reproduction, communication to the public and distri-
bution are indeed a useful toolkit which, balanced by the copyright exceptions,
allows for an optimal protection of right holder’s interests» '°'. That is, copyright
law therefore provides for a wide scope of measures securing the rights of the

% RICHETSON and GISNSBURG (2006), p. 47.

97 TRIPs established global standards for Copyrights and Patent protection. The UK and all EU member
states are required to adhere to the mandatory requirements in TRIPs. These requirements were modelled after
the IP laws in developed nations such as the United Kingdom, the United States and Japan, so TRIPs required
relatively few changes to the UK’s IP laws when it came into effect on 1 January 1996 (94/800/EC Council
Decision on 22 December 1994). Vid. further, GERVAIS (2012), pp. 123-125; RICHETSON and GISNSBURG (2006),
pp- 47-48.

% Directive 2009/24/EC of the European Parliament and the Council of 23 April 2009 on the legal protec-
tion of computer programs, OJ L111, 5 February 2009; Directive 2006/116/EC of the European Parliament and
of the Council of 12 December 2006 on the term of protection of copyright and certain related rights OJL372,
27 December 2006; Directive 96/9/EC of the European Parliament and the Council of 11 of march 1996 on the
legal protection of database, OJ L77, 27 Mrch1996.

% FOsS-SOLBREKK (2021), pp. 4-6.

10 RICHETSON and GISNSBURG (2006), pp.47. In Spanish doctrine, FERNANDEZ CARBALLO-CALERO (2021),
pp- 27-29.

191 Foss-SOLBREKK (2021), pp. 4-7.
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author in case of dissemination of his work and the use of these works by third
parties. The rules governing copyright protection aim at enabling further use of
the works, securing at the same time the legitimate interests of the author. In
this aspect, in a data environment, the most important hindrance resulting from
copyright protection is the necessity to obtain authorization from the copyright
holder of each individual data'®*. In the context of Big Data projects, to the ex-
tent copyright applies, it would require identifying authors of hundreds (if not
hundreds of thousands) of works. In many cases, it might be difficult to identify
or find the right holder and/or understand whether he has given his authoriza-
tion for use of the work ' In practice, this means that time-consuming analyses
need to be performed before the data gathered can be used. Furthermore, as
regards the possibility to acquire copyright in data, the exclusivity of this type
of right constitutes a hindrance, since it does not allow acquiring copyright in
the same data «in parallel»'*. Thus, the latter may however often be the case in
a Big Data context, in particular where parties will be independently collecting
the same or similar data, leading to the creation of convergent datasets. Conse-
quently, regard may be had a wide range of factors when determining the exclu-
sive economic rights, when authors are also granted so-called «moral rights» %,
that are related to the idea that a work is not a mere staple commercial object,
but also the expression of their personality '°°.

1. Databases sui generis right

Databases are generally perceived as static warehouses, storing up valua-
ble facts and information. With the advent of e-commerce, entire businesses
are being built upon databases and generating revenue streams from subscriber
fees, royalties, or advertising. In order to recover the initial investment of time,
money and skill put into it and to avoid parasitic competition, database manu-
facturers protect their compilation efforts'”’. Therefore, without the ability to
restrict access to and use of databases that it compiles, a company is effectively
discouraged from participating in the information age'*®. Although traditionally,
databases have been protected under copyright laws'”, advances in informa-
tion technology have enabled potential competitors and pirates to engage in
market-destructive copying. Further, in many jurisdictions, the required level
of originality has been in a state of flux in recent years, particularly in the US
and Europe, after the Feist decision''°. When considering such protection, a dis-

02 GEIGER (2007), pp. 489-491.

103 'Y AMaMOTO and LLoyD (2019), pp. 127-133.

104 DEBUSSCHE and JASMIEN (2019), p. 1.

195 Ibid.

1% CJUE, Case C-161/17, Renckhoff (ECLL:EU:C:2018:634).In relation with creative choices, Case
C-145/10. Painer (ECLLI:EU:C:2011:788).Analyzing sequences and combinations wherein authors origi-
nally express themselves, CJUE Case C-5/08, Infopaq International A/S vs. Danske Dagblades Forening
(ECLI:EU:C:2009:465).

197" SynobINou (2020), pp. 181-183.

198 Foss-SOLBREKK (2021), p. 6.

109 Recently, CJUE Case C-833/18 Brompton Bicycl (ECLLEU:C:2020:461); case Cofemel
(ECLLEU:C:2019:721).

119 Tn relation to the intervention of a human, being in the creation of a work for it to be eligible for cop-
yright work for it to be protected by copyright, the US Copyright Office («USCO») as a requirement for regis-
tering a work for the purposes of copyright protection, such as for the purposes of copyright protection, as set
out in section 306 of its as stated in paragraph 306 of its Compendium of Practices, Third Edition, 22 December
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tinction needs to be made between, on the one hand, the database’s''! contents

(individual data), and, on the other hand, its structure and the investment made
in its creation. While the general rules governing the protection of database are
established at international level''?, EU law provides for a specific protection
of databases which goes beyond other international legal instruments. In such
respect, the EU institutions adopted the Database Directive with the objective
of harmonizing the protection of databases in all Member States'"*. Similarly to
copyright, the level of protection ensured across the Member States, especially,
concerning the copyright on databases, is significantly different''*. This particu-
larly hinders the possibility to manage pan-european projects, since it implies
the necessity to examine multiple national legislations in order to have clear-
ance on the possibility to use data, or secure the investment made in a database
containing data originating from different territories. he protection established
by the Database Directive!'® is dual, and supplements the possible protection
granted to the data as such''®. More specifically, The EU legislature decided to
create a sui generis IP rights''’, which would incentivize the creation of data-
bases by offering property-type rights to the database makers according to the
previous Directive shall mean a collection of independent works, data or other
materials arranged in a systematic or methodical way and individually acces-
sible by electronic or other means databases, within the broad meaning of the
Database Directive, are protected in the EU by (i) copyright, where such copy-
right protection echoes the one recognised in the international treaties; and (ii) a
sui generis right''®. Therefore, while copyright protects the (original) structure
of the database, the sui generis right aims to cover the investment made in its

2014.In this section, the USCO clarifies that copyright only protects the copyright only protects the fruits of
intellectual labour that are based on «the intellectual labour that is based on the creative powers of the mind»,
and specified cites to that effect, the cases Trade-Mark Cases, 100 U.S.82 (1879) and Burrow-Giles Lithograph-
ic Co.vs. Sarony, 111 U.S. 53, 58 (1884) of the U.S. Supreme Court, and Case Feist Publications c. Telephone
Service Company Inc.,499 U.S. 340 (1991). The artistic creations made by animals, are different. In this regard,
Case Naruto vs. Slater, No. 16-15469 (9th Cir. 2018). Slater, nim. 16-15469 (9th Cir. 2018).

"' The New Shorter Oxford English Dictionary (4" ed., Claredon Press, 1993) defines databases as «an
organized store of data for computer processing».

112 There is no obligation to protect non-original databases under article 10 (2) of the TRIPs Agreement
or article 5 of the WIPO Copyright Treaty date. To date, there are no international norms on the protection of
non-original databases. This does not, however, imply that database rights are not valuable. Available at: https://
link.springer.com/article/10.1007/s40319-019-00873-2#Fni121 (accesed 25 January 2021).

113 Vid. FERRI (2020), p. 3. In Spanish Law, Royal Decree 1/1996, of April 12, which approves the consol-
idated text of the Intellectual Property Law, establishes a protection framework for the exploitation of databases
under the so called sui generis right as well as under rights from author.

114 RICHETSON and GISNSBURG (2006), p. 48.

15 The most influential body of regulation protecting international data transfers is that contained in the
European Union (EU) Data Protection Directive 95/462, which will be replaced by the EU General Data Pro-
tection Regulation 3 on May 25, 2018. Both instruments restrict the transfer of personal data outside the EU. In
his aspect, Commission Implementing Decision 2016/1250 of 12 July 2016, Pursuant to Directive 95/46/EC of
the European Parliament and of the Council on the Adequacy of the Protection Provided by the EU-US Privacy
Shield, 2016, OJL 207, paragraph 137 (EU).

116 The ECJ (now CJEU) clarified this difference in the case law British Horseracing Board v William Hill
Organization (ECLI:EU:C:2004:695); case C-362/14, Schrems vs. Data Prot. Comm’r, (ECLI:EU:C:2015:6506).

17 Tn relation with database content extraction, vid. foodnote 59.

'8 The «center of gravity» is always article 114 TFEU (previously, art. 95 of the Treaty of the Economic
Community-EEC) which allows the European Parliament and the Council to adopt measures for the approx-
imation of national laws, regulations or administrative acts in order to ensure establishment and functioning
of the internal market. Vid. GERVAIS (2007), pp. 5-9; FERRI (2020), p. 10. In Spanish Law, article 12 LPI in
relation with article 133.1, article 33.2 and article 133.1 and 2 LPI that reproduce article 7.1 Directive 96/9/CE.
Remember, that the principal challenges, in the light of jurisprudence case law, are the proof of the infringement
and the claim for compensation (ex art. 140 LPI).
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creation. These two rights are independent, and can be applied separately. They
will however apply cumulatively if the conditions for both regimes are simulta-
neously met. Furthermore, the term of the sui generis protection is much shorter
than that of the copyright protection. It is limited to 15 years as from the first of
January of the year following the date of completion of the database. However,
such protection may in practice at may be increased for a period of similar dura-
tion for the substantial modifications of the same that are made.

In that context, according to the European legal rules, any substantial change
to the contents of the database, that could be considered to be a new invest-
ment, will cause the term of protection to run anew ', In practice, should such
protection be applied in a Big Data context, this could result in providing an
indefinite protection, given that databases are usually dynamic, hence, leading
in all likelihood to «substantial changes to the contents of the database» copy-
right protection is granted to databases which, as such, by reason of the selection
or arrangement of their contents, constitute the «author’s own intellectual crea-
tion» '?°. For this reason, a database structure may be protected under copyright
even if the elements contained therein are in the public domain or are otherwise
not protected by copyright. It also follows from the previous considerations that
the originality criterion might be more difficult to fulfil in case of automatically
created electronic databases that contain data selected by software, without the
actual involvement of an author'?'. In such situations, it seems more likely to
award copyright protection to the underlying software, than to the database itself.
This is particularly relevant in a Big Data context. Indeed, the development of
technology has enabled data analytics of unstructured data. Accordingly, while
protection of datasets is particularly relevant, the protection of the database struc-
ture has become less relevant and more difficult when confronted to new types
of databases, unforeseen by the (over twenty-year-old) Database Directive. The
second type of protection introduced by the Directive is the protection awarded
on the basis of a sui generis rights'*, rewarding the substantial investment of the
database maker in creating the database. Involves a kind of exclusivity of the
manufacturer to exploit and use the database that has been manufactured with the
information obtained, which translates into the possibility of the manufacturer
to prohibit the extraction and /or reuse of all or of a substantial part of the con-
tent of the same. It was developed in order to prevent free-riding on somebody
else’s investment in creating the database and exists in parallel to the copyright
protection on the structure of the database. In order for a database to be protected
by the sui generis right'>, an investment must be made in the creation of the
database. Thereby, the jurisprudence of the Court of Justice of European Union
(«CJEU») has clarified that an investment in the creation of the data as such does
not suffice to merit protection under the sui generis right'**. In accordance with

19 Article 10 (3) of the Database Directive.

120 No other criteria shall be applied to determine the eligibility of databases for that protection (Database
Directive, art. 3(1) adopts largely the same focus on processing of personal data in the context of activities of an
establishment of a controller in the Union as did article 4 (1) (a) DPD.

12l MCAFEE and BRYNJOLFSSON (2012), pp. 61-67.

122 The term «sui generis right» is a generic one and means «the right of its own kind».

123 In Spanish doctrine, FERNANDEZ CARBALLO-CALERO (2021), pags. 100-108; SANJUAN RODRIGUEZ
(2020), pp. 28-30.

124 Guarantee protection against the appropriation of the results obtained from the economic and work
investments made by the person who searched for and compiled the content of a database so that the whole or
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the above, in order to benefit from the protection conferred by the sui generis
right aforementioned, it is essential to prove the existence of an investment both
for the constitution of the database and for its operation. This investment, as the
Court of Justice of the European Union points out, «may consist of the use of
resources or human, financial or technical means, but it must be substantial from
a quantitative or qualitative point of view. The quantitative appreciation refers
to valuable means in figures and the qualitative appreciation to non-quantifiable
efforts, such as intellectual work».

Thus, «it will be essential that those who intend to benefit from the sui gen-
eris right register and collect all the resources- financial, technical or human- so
that the investment in the generation and maintenance of the database can be
credited»'*. Such reasoning would entail that the sui generis right does not
apply to machine-generated databases, as it could be argued that the data in-
cluded in such databases are «created» instead of «obtained» . This could have
a broader effect on the data economy, which relies on digitalization processes
such as «Internet of Things» (IoT) devices, big data and artificial intelligence;
as it becomes increasingly difficult to distinguish between the generation and
the obtainment of data in the context of such processes. That being said, there is
no automatic exclusion from sui generis protection when the database’s creation
is linked to the exercise of a principal activity in which the person creating the
database is also the one creating the materials that are processed in the database.
It is however always the responsibility of that person to demonstrate a substan-
tial investment (qualitative and/or quantitative) in the obtaining, verification or
presentation of the content, independent from the resources used to create the
content'?’.

On the one hand, we foresee that it will become increasingly difficult to
satisfy the sui generis right protection requirements in a data economy context,
given that the processes of obtaining, verifying and/or presenting the data will
happen more and more automatically, as they will be normally conducted us-
ing an algorithm'?. Elsewhere, it might be true that the investment in creating
the raw material exceeds the investment made in segmenting and aligning that
pre-existing raw material. In those cases, it might be more difficult to rely on
the sui generis protection. It is in our view regrettable that the Database Di-
rective, which was drafted in the 90s, does not accommodate for the technical
evolution and thus everything that is possible with data and databases today.
For instance, it is unclear how techniques of enrichment, partitioning, harmo-
nization, homogenization, etc. of data would fit within the criteria of obtaining,
verification or presentation of the database contents'?’. Moreover, the criteria of
«verification» may become less and less pertinent, especially in a big data con-
text which allows analytics of unstructured data. About the possibility to protect

a substantial part of the database is protected against certain acts of third parties or competitors. It is very inter-
esting case C-46/02 Fixtures Marketing Ltd vs. Oy Veikkaus AB (2004) (ECLI:EU:C:2004:694); case C-338/02
Fixtures Marketing Ltd vs. Svenska Spel AB (2004) (ECLI:EU:C:2004:696); case C-444/02, Fixtures Marketing
Ltd vs. Organismos Prognostikon Agonon Podosfairou (2004) (ECLI:EU:C:2004:697); case C-203/02 British
Horseracing Board Ltd and others vs. William Hill Organization Ltd (2004) (ECLLI:EU:C:2004:695).

125 SANJUAN RODRIGUEZ (2020), p. 29.
2 FERRI (2020), pp. 15-28.
127 Y AMAMOTO and LLOYD (2019), p. 125; XALABARDER PLANTADA (2020), pp. 205-207.
28 FERNANDEZ CARBALLO-CALERO (2021), pp. 106-108.
2 SyNopINOU (2020), p. 125.
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data under database rights, in view of the rules described above it seems that it
is very limited. It is true that the sui generis protection forbids extraction of all
or a substantial part of the database contents to another medium, preventing thus
also the copying of the individual data collected in a database '**. However, once
the database maker renders the contents of its database accessible to the public,
it cannot prevent third parties from consulting that database. Accordingly, the
public is therefore aware of these data (information), and may use them without
necessarily having to copy the database contents. Also, the current legal regime
seems difficult to reconcile with developments in technologies such as Big Data
that don’t necessarily require data to be reproduced in order to perform analytics
or mining processes'*!. In consequence, the ownership of rights to a database
does not confer the rights to the individual data as such'*2. In this context, data-
base protection (both by copyright and the sui generis protection) should rather
be seen as a complementary measure to protection granted to individual data
under other titles such as traditional copyright or trade secret protection.

2. Big Data protected as trade secrets and confidential information

The concept of trade secret traditionally refers to the secrets and confidential
information laws, and contracts, can be used to enable the orderly disclosure of
information'**.The nature of this protection is a subject of debate, however'*.
That protection is reflected in the TRIPs (art. 39, para. 2 )'* . This type of pro-
tection of secrets information'* is compatible with, and often based on, legis-
lation such as the Trade Secrets Directive'*” and a host of national laws. In this
aspect, protecting undisclosed know-how and business information enables its
creator to transform the effort invested in generating this know-how and infor-
mation into a competitive advantage. In view of big data projects, trade secret
protection may provide a safeguard as it allows for protection of individual
pieces of information regardless of their originality '**. It also does not differen-
tiate between the types of data that might be protected. Moreover, the protection

13 GEIGER (2019), pp. 29-59.

131 MCAFEE and BRYNJOLESSON (2012), p. 65; GERVAIS (2020), p. 107; PuyoL MoRENO (2014), p. 502.

132 Vid. Recital 45 of the Database Directive (amended by Directive (EU) 2019/790 of the European Par-
liament and of the Council of 17 April 2019, on copyright and related rights in the Digital Single Market and
amending Directives 96/9/EC and 2001/29/EC).

133 SuNoL (2019), p.1,; FERNANDEZ CARBALLO-CALERO (2021) pp. 100-108.

134 GERvAIS (2020), p. 24.

135 Article 39 TRIPs obliges signatories to ensure that natural and legal person may protect «undis-
closed information» from being shared, acquired or used without their consent on the conditions. In opinion of
Foss-SOLBREKK, «that the information is secrets, meaning it remains «generally» unknown to people commonly
working with such information. Secondly, that its commercial value stems from secrecy. Thirdly, that the per-
son managing said information has taken reasonable steps to protect secrecy. Thorough TRIPs does not define
trade secrets, recital 1, 2 and Recital 14 of EUTSD elucidate that they cover know-how, as well as business
and technological information, in addition to commercial data or customers. Bifurcates trade secrets from other
IPRs, such copyrights and patent, which are treated as property in the EU». Vid. FOss-SOLBREKK (2021), p. 11;
GERVAIS (2020), pp. 23-25.

13 In the Spanish doctrine, MASSAGUER (2019), pp. 46-70.

157 Vid. Directive (EU) 2016/943 of the European Parliament and of the Council of 8 June 2016 on the
protection of undisclosed know-how and business information (trade secrets) against their unlawful acquisition,
use and disclosure.

138 Tt is said that the Community legislator did not have in mind the regulation of «data» when promulgat-
ing the Directive (vid. Data Ownership and Access to Data. Position Statement of the Max Planck Institute for
Innovation and Competition). It is interesting the comment of SuNoL (2019), p. 1.
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is unlimited in time, as long as the information has not been disclosed'*. Imple-
menting this Directive may change the way trade secrets have previously been
dealt with by affording a greater level of protection to big data processes and
data science techniques'® The Directive aims to standardize the national laws
of the Member States as regards the unlawful acquisition, disclosure and use of
trade secrets. The Directive harmonizes the definition of trade secrets in accord-
ance with existing internationally binding standards. It also defines the relevant
forms of misappropriation and clarifies that reverse engineering and parallel
innovation must be guaranteed (since trade secrets are not, strictly speaking, a
form of exclusive IP right)''.

In relation with the Data protected as trade secrets, according to the defi-
nition provided in the Trade Secrets Directive, a «trade secret»'** is a piece of
information which meets all of the following requirements: (i) it is secret in the
sense that it is not, as a body or in the precise configuration and assembly of its
components, generally known among or readily accessible to persons within
the circles that normally deal with the kind of information in question; (ii) it
has commercial value because it is secret; and (iii) it has been subject to rea-
sonable steps under the circumstances, by the person lawfully in control of the
information, to keep it secret'*. Furthermore, should be seen as complementary
to intellectual property rights. The protection established for trade secrets will
expand to every piece of information (data), as long as it fulfils the protection
requirements mentioned above. Some requirements are however difficult to ful-
fil, such as the need for the data to remain secret. It seems that at least in some
jurisdictions it is possible to rely on confidentiality agreements to ensure that
the requirement of secrecy of the data under the Trade Secrets Directive is main-
tained even after the transfer of data has been exercised '*. This is however yet
to be confirmed by the Courts. Also, it may be difficult to demonstrate that an
individual data has commercial value'* because it is secret. Many data will be
considered valuable only if they are part of a bigger dataset'*.

139 LEMLEY (2008), pp. 311-332.

140 In Spanish Law, L. 1/2019, 20 February, Trade secrets. The Spanish Courts have directly applied this
precept for more than a decade to define the concept of business secrecy based on article 13 of the old L. 3/1991
of Competition law, modified by L. 29/2009, 30 December. The only difference that exists between both notions
is the nuance that the Directive and the LSE introduce to the need to take into account the potential value that the
information can have, which, moreover, has already been warned by the doctrine and the texts do.

141 Foss-SOLBREKK (2021), p. 3; GERVAIS (2020), pp. 37-38; LEMLEY (2008), p. 312.

142 Vid. article 15 and article 20 Regulation (EU) 2016/679 of the European Parliament and of the Council,
of April 27, 2016, regarding the protection of natural persons with regard to the processing of personal data;
Recital 35 Secrets Directive.

143 WIPO. Conversation on Intellectual Property and Artificial Intelligence, Second Session, May 2021,
Isssue 14, ask a question: Should data and Al applications be protectable by trade secrets or is there a social
or ethical interest to override existing trade secret protection? For example, in line with draft guiding princi-
ple 6, Transparency, of the UNESCO constituted, ad hoc, the Expert Group for the Preparation of a Draft Text
of a Recommendation on the Ethics of Artificial Intelligence, 2020. Available at: https://unesdoc.unesco.org/
ark:/48223/pf0000373199.

144 SAPPA (2018) pp. 518-520; LEMLEY (2008), p. 322.

14 DREXL (2016), «Designing Competitive Markets for Industrial Data-Between Prophetization and Ac-
cess», Max Planck Institute for Innovation and Competition. Research Paper, nim. 16, p. 23 (accessed from
https://ssrn.com/abstract=2862975 on 28 December 2020).

146 Vid. Commission Staff Working Document on the free flow of data and emerging issues of
the European data economy accompanying the document Communication Building a European Data
Economy, adopted on January 2017, available at: https://digital-strategy.ec.europa.eu/en/library/
staff-working-document-free-flow-data-and-emerging-issues-european-data-economy.
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On the other hand, trade secrets are thus different from IP rights, which
are safeguarded through an exclusive right that is legally enforceable. This is
notably confirmed in Recital 16 of the Trade Secrets Directive which states that
«in the interest of innovation and to foster competition, the provisions of this
Directive should not create any exclusive right to know-how or information
protected as trade secrets»'¥7. This entails that the independent discovery of the
same know-how or information remains possible!*®. In the event that one may
rely on trade secret protection, the holder of a trade secret cannot prevent com-
petitors from copying and using the same solutions —reverse engineering — '*
is entirely lawful. Trade secrets are only legally protected in instances where
someone has obtained the confidential information by illegitimate means'®.

It follows that once the dataset is published, or disclosed in any other way, the
protection can no longer be claimed. This is particularly relevant in a big data con-
text, as data used for big data analytics, and made publicly available, will not qual-
ify as trade secrets'>'. Therefore, when considering to outsource big data analytics,
any company should carefully assess whether its datasets comprise trade secrets
that are valuable to the company and which cannot be disclosed for that reason.

VI. CONCLUSIONS

This article reviewed the application of several IP rights to Big Data (copy-
right, patent, sui generis database right and trade secret). Beyond the protection
of software used to collect and process Big Data corpora, copyright’s traditional
role is challenged by the relatively unstructured nature of the non-relational da-
tabases typical of them, which implies that such corpora are unlikely to be pro-
tected by copyright or by the EU sui generis rights in databases. The questions
concerning patents are not easy to answer. Al systems can be used to expand
patent applications, but they can also be used to assess future incremental inno-
vation and disclose them. Whether that disclosure will be interpreted by patent
offices and courts as novelty-defeating is an open question. Addressing data
exclusivity and trade secrets, the latter might protect correlations and insights
generated by Al systems, even if those are based on deep learning including
the processing of protected personal data. This might generate tension between
personal data protection and IP. Consequently, legal enforcement based on data,
and in-depth analysis of cases, they will set the guidelines that our Courts of
Justice must follow, in the near future, in the field of Al in relation to Intellectual
Property right, particularly, with the responsibility arising from its use.
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